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Abstract.  Surveying results from [5] and [6], we motivate and intro-
duce the theory behind formalizing rich interfacesfor software and hard-
ware componerts. Rich interfaces specify the proto col aspects of compo-
nent interaction. Their formalization, called interface automata, permits
a compiler to chedk the compatibilit y of componert interaction proto cols.
Interface automata support incremental design and independert imple-
mentabilit y. Incremental design meansthat the compatibilit y chedking of
interfaces can proceed for partial system descriptions, without knowing
the interfaces of all components. Independert implementabilit y means
that compatible interfaces can be re ned separately, while still main-
taining compatibilit y.

1 Intro duction

Interfaces play a certral role in the componert-based design of software and
hardware systems.We say that two or more componerts are compatible if they
work together properly. Good interface designis basedon two principles. First,
an interface should exposeenoughinformation about a componert asto make it
possibleto predict if two or more componerts are compatible by looking only at
their interfaces.Second,an interface should not exposemore information about
a componert than is required by the rst principle.

The technical realization of these principles depends, of course,on what it
meansfor two or more componerts to \w ork together properly.” A simple inter-
pretation is o ered by typed programming languages:a componert that imple-
merts a function and a componert that calls the function are compatible if the
function de nition and the function call agreeon the number, order, and types
of the parameters. We discussricher notions of compatibilit y, which specify in
addition to type information, also protocol information about how a componert
must be used. For example, the interface of a le server with the two methods
open-file andread-file may stipulate that the method read-file  must not
be called before the method open-file hasbeencalled. Symmetrically, the in-
terface of a client speci es the possiblebehaviors of the client in terms of which
orderings of open-file and read-file  calls may occur during its execution.
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Given such sener and client interfaces, a compiler can ched statically if the
sener and the client t together.

Interfacesthat exposeprotocol information about componert interaction can
be speci ed naturally in an automaton-basedlanguage[5]. In this article, we give
a tutorial introduction to sud interface automata

2 Interface Languages

We begin by intro ducing two requiremerts on interface languages.An interface
languageshould support incremertal designand independert implementabilit y.
With ead interface language we preser, we will verify that both of thesere-
quiremerts are met.

2.1 Incremen tal design

A componert is typically an open system, i.e., it has somefree inputs, which
are provided by other componerts. Incremertal designis supported if we can
ched the compatibilit y of two or more componert interfaceswithout specifying
interfacesfor all componerts, i.e., without closing the system. The unspeci ed
componert interfaces may later be added one by one, as long as throughout
the process,the set of speci ed interfacesstays compatible. More precisely the
property of incremental designrequiresthat if the interfacesin a setF (repre-
serting the complete, closeddesign) are compatible, then the interfacesin every
subsetG F (represerting a partial, open design) are compatible. This yields
an existential interpretation of interface compatibilit y: the interfacesin an open
set G of interfaces (i.e., a set with free inputs) are compatible if there exists
an interface E (represening an environment that providesall free inputs to the
interfacesin G) such that the interfacesin the closedset G| fEg (without free
inputs) are compatible.!

Incremertal designsuggeststhat we model compatibility asa symmetric bi-
nary relation  betweeninterfaces,and composition asa binary partial function
il oninterfaces.If two interfacesF and G are compatible, that is, F G, then
FjiG is de ned and denotesthe resulting composite interface. Now the property
of incremental designreads as follows:

For all interfacesF, G, H, andI|,if F GandH | andFjjG
Hjjl,thenF H andG | andFjjH Gjjl .

This property ensuresthat the compatible componerts of a system can be put
together in any order.?

11t is important to emphasizethe existential interpretation of the free inputs of in-
terfaces, becausethis deviates from the standard, universal interpretation of free
inputs in speci cations [5]. While a speci cation of an open system is well-formed if
it can be realized for all input values, an interface is well-formed if it is compatible
to someenvironment. In other words, for interfaces, the environment is helpful, not
adversarial.

2 We could formalize the property of incremental design, instead, as assaiativit y of
interface composition [5]. We choseour formalization, becauseit doesnot require an



2.2 Indep endent implemen tabilit y

Recall the rst principle of interface design, namely, that the information con-
tained in interfacesshould su ce to ched if two or more componerts are com-
patible. This principle can be formalized as follows: if F and G are compatible
interfaces, and F°is a componert that conforms to interface F, and G® is a
componert that conformsto interface G, then F° and G° are compatible com-
ponerts, and moreover, the composition F §jG° of the two componerts conforms
to the composite interface FjjG. We call this the property of independert im-
plemenrtabilit y, becauseit enablesthe outsourcing of the implemenrtation of the
componerts F°and G°to two di erent vendors:aslong as the vendors conform
to the provided interfacesF and G, respectively, their products will t together,
evenif the vendorsdo not communicate with ead other.

For simplicity, in this article we glossover the di erences betweeninterfaces
and componerts, and expressboth in the samelanguage;that is, we consider
componerts to be simply more detailed interfaces?® For this purpose,we usea
re nement preorder betweeninterfaces:if F  F9 then the interface F°re nes
the interface F. An interface may be re ned into an implemertation in seeral
steps. As the re nement relation is a preorder, it is transitiv e. The property of
independentimplementability reads as follows:

For all interfacesF, F% G, andG% if F GandF F%andG G°
then F° G%and FjjiG F 9 G°.

This property ensuresthat compatible interfaces can always be re ned sepa-
rately.4

3 Assume/Guaran tee Interfaces

Weillustrate the propertiesof incremertal designand independert implementabil-
ity through a simple, statelessinterfacelanguagecalled assume/guarartee (A/G,

for short) interfaces [6]. Assume/guarantee interfaces have input and output
variables. An A/G interface puts a constraint on the ervironment through a
predicate ' on its input variables: the environment is expected to provide in-
puts that satisfy '. In return, the interface communicates to the environment

explicit notion of equality or equivalence betweeninterfaces. Implicitly , according to
our formalization, two interfacesF and G are equivalent if they are compatible with
same interfaces, that is, if for all interfaces H, we have F Hi G H. It can
be shown that if the property of incremental design holds, then for all interfaces F,
G,and H,if F G and FjjG H,then G H and F GjjH and the two
interfaces (FjjG)jjH and Fjj(GjjH) are equivalent in the specied sense.

A discussionabout interfaces versus components can be found in [6].

The property of independert implementabilit y is a compositionality property [6].
It should be noted that the \direction" of interface compositionality is top-down,
from more abstract to more re ned interfaces: if F G and F Fand G G°
then F® G° This is in contrast to the bottom-up compositionality of many other
formalisms: if F© G%and F® F and G° G, then F G.

L]



aconstraint © onits output variables:it vouchesto provide only outputs that
satisfy ©. In other words, the input assumption ' represers a precondition,
and the output guarantee © a postcondition.

De nition 1. An A/G interface F = hX';X©: !: Oj consists of

{ two disjoint setsX' and X © of input and output variables;
{ a satis able predicate ' over X' called input assumptior
{ a satis able predicate © over X © called output guarantee.

Note that input assumptions,like output guarantees,are required to be sat-
is able, not valid. An input assumption is satis able if it can be met by some
ervironment. Hence,for every A/G interface there is a context in which it can
be used.On the other hand, in generalnot all environments will satisfy the input
assumption; that is, the interface puts a constraint on the ernvironment.

Example 1. A division component with two inputs x and y, and an output z,
might have an A/G interface with the input assumptiony 6 0 and the output
guarantee tr ue (which is trivially satised by all output values). The input
assumptiony 6 O ensuresthat the componert is used only in contexts that
provide non-zerodivisors. 2

In the following, when referring to the componerts of se\eral interfaces, we
usethe interface nameassubscript to identify ownership. For example,the input
assumption of an interface F is denotedby | .

3.1 Compatibilit y and comp osition

We de ne the composition of A/G interfacesin seweral steps. First, two A/G

interfacesare syntactically composableif their output variables are disjoint. In
general,someoutputs of oneinterface will provide inputs to the other interface,
and someinputs will remain freein the composition. Second,two A/G interfaces
F and G are semartically compatible if wheneer one interface provides inputs
to the other interface, then the output guarantee of the former implies the input
assumption of the latter. Consider rst the closedcase,that all inputs of F are
outputs of G, and vice versa.Then F and G are compatible if the closedformula

BXPL X~ ) " &) ()

is true. In the open case,wheresomeinputs of F and G are left free, the formula
( ) hasfreeinput variables. As discussedabove, to support incremertal design,
the two interfacesF and G are compatible if they can be usedtogether in some
cortext, i.e., if there is a environment that makes( ) true by providing helpful
input values.Thus, in the open case,the A/G interfacesF and G are compatible
if the formula ( ) is satis able. Then, the formula ( ) is the input assumption
of the composite interface F jjG, becauset encalesthe weakest condition on the
ernvironment of FjjG that makesF and G work together.



De nition 2. Two A/G interfaces F and G are composableif X2\ X& =
;. Two A/G interfaces F and G are compatible, written F G, if they are
composableand the formula

BXPL X~ ) N o) ()

is satis able. The composition FjjG of two compatible A/G interfacesF and G
is the A/G interface with

{ Xgje = (XEL XENXj6;

0O - yO 0.
{ XFij = X[ Xg;
{ Yie =
FiiG '
{ O = 9a0Q
FiiG F G-

Note that the compatibility relation  is symmetric.

Example 2. Let F bethe A/G interface without input variables, the single out-
put variable x, and the output guaranteetr ue. Let G bethe A/G interface with
the two input variables x and y, the input assumptionx = 0 ) y = 0, and no
output variables. Then F and G are compatible, becausethe formula

BX)(true ) (x=0) y=0)

simpli es to y = 0, which is satis able. Note that the predicate y = 0 expresses
the weakest input assumption that the composite interface needsto make in
order to ensurethat the input assumptionx = 0 ) y = 0 of G is satis ed.
This is becauseF makesno guaranteesabout x; in particular, it might provide
outputs x that are 0, and it might provide outputs x that are di erent from 0.

The composition F jjG hasthe input variable y, the input assumptiony = 0,
the output variable x, and the output guaranteetr ue. 2

The following theorem shows that the A/G interfaces support incremenal
design.

Theorem 1. For all A/G interfacesF, G, H, andl,if F GandH | and
FiiG Hjjl,thenF H andG | andFjjH Gjjl .

Proof sketch.Note that from the premisesof the theorem it follows that (1) the
four setsX 2, X§, X§, and X ° are pairwise disjoint; and (2) the formula

BXPIXSIXSIXANEN 8~ 8~ P ) F~ 6™ w™ D)
is satis able. To prove from this that, say, the formula
BXELXDR™ §) £~ )

is satis able, choosethe valuesfor the variablesin X, \ Xg;, sothat 2~ P
is true. 2



3.2 Renemen t

Besidescomposition, the secondoperation on interfacesis re nement. Re ne-
ment betweenA/G interfacesis, like subtyping for function types,de ned in an
input/output contravariant fashion: an implementation must accept all inputs
that the speci cation accepts,and it may produce only outputs that the speci-
cation allows. Hence,to re ne an A/G interface, the input assumption can be
weakened,and the output guarantee can be strengthened.

De nition 3. An A/G interface F%re nes an A/G interface F, written F
FO if

(1) Xt XltoandX? X&;
2 F) koand P( P

Re nement between A/G interfacesis a preorder (i.e., re exiv e and transi-
tive). The following theorem shows that the A/G interfacessupport independert
implementabilit y.

Theorem 2. For all A/IG interfacesF, G, andF% if F GandF F9 then
FO GandFjic FiG.

Proof sketch.From X2\ X§ =; and X2  X&,, it followsthat X 2\ X& = ;.
Choosevaluesfor the input variablesin X sothat

BXP[ X R~ &) E" o)

From X¢  Xgoand X2 X7, it follows that X¢;s  Xfge. Choose
arbitrary values for all variables not in X[, . Then 2.~ & ) o™ §
follows from 2,) QPand 2~ 2 ) L~ Land L) Lo This proves
that F® G. The proof that FjiG ~ FYjG is straight-forward. 2

o

Note that the contravariant de nition of re nement is neededfor Theorem 7
to hold, asinput assumptionsand output guaranteesoccur ontwo di erent sides
of the implication in the formula ( ).

We have not xed the typesof variables, nor the theory in which input as-
sumptions or output guaranteesare written. Cheding the compatibility of A/G
interfaces,and cheding re nement betweenA/G interfaces,requiresa procedure
that decidesthe satis abilit y of universal formulasin that theory. For example,
if all variables are boolean, then the input assumptionsand output guarantees
are quarnti er-free booleanformulas. In this case,compatibilit y cheding requires
the evaluation of 98 booleanformulas (namely, satis abilit y chedking of the uni-
versalformula ( )), and re nement cheding requiresthe evaluation of 8 boolean
formulas (namely, validity cheding of the two implications of De nition 6).



4 Automaton Interfaces

We now presert the stateful interface languagecalled interface automata [5]. An
interface automaton is an edge-lateleddigraph whoseverticesrepresert interface
states,whoseedgesepresen interfacetransitions, and whoselabelsrepresen ac-
tion names.The actions are partitioned into input, output, and internal actions.
The internal actions are \hidden": they cannot be obsened by the ervironment.
The syntax of interface automata is identical to the syntax of I/O automata [8],
but composition will be de ned di erently.

De nition 4. An interface automaton F = hQ; g°; A'; A®; AH; i consists of

{ a nite setQ of states

{ aninitial stateq® 2 Q;

{ three pairwise disjoint setsA', A®, and A" of input, output, and hidden
actions;

{ aset Q A Q of transitions, where A = A' [ A® [ A" is the set of
all actions.

We require that the automaton F be input-deterministic, that is, for all states
g;9% %2 Q and all input actionsa 2 A', if (q;a;0% 2 and(q;a;q° 2 , then
o= q%

An action a2 A is enablel at a state g2 Q if there exists a state 0° 2 Q sudh
that (q;a;0% 2 . Given a state q 2 Q, we write A' () (resp. A°(q); AM (q))
for the set of input (resp. output; hidden) actions that are enabledat g. Unlike
I/O automata, an interface automaton is not required to be input-enabled; that
is, we do not require that A'(q) = A' for all states g 2 Q. Rather, we use
the set A' () to specify the input actions that are acceptedat state ¢ that is,
an interface automaton encadesthe assumption that, when F is in state g, the
ernvironment doesnot provide an input action that is not enabledat q.

Example 3. We model a software componert that implements a message-trans-
mission service. The componert has a method \send' for sending messages.
When this method is called, the componert returns either \ ok" or \fail." To
perform this service, the componert relies on a communication channel that
provides the method \trnsmt" for transmitting messagesThe two possiblere-
turn values are \ ack,” which indicates a successfultransmission, and \ nack,"
which indicates a failure. When the method \send' is called, the componert
tries to transmit the messageand if the rst transmission fails, it tries again. If
both transmissionsfail, the componert reports failure. The interface automaton
modeling this componert is called TryTwice and shown in Figure 1.

The interfaceautomaton TryTwice hasthe three input actions\ send," \ ack,"
and \ nack"; the three output actions\trnsmt," \ ok," and\fail"; and no hidden
actions. It has sewen states, with state 0 being initial (marked by an arrow
without source).On the transitions, we append to the name of the action label
the symbol \?" (resp. \I"; \;") to indicate that the transition is input (resp.



send? trnsmt! 2] nack? trnsmt!
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I trnsmt ? ack F nack

Fig. 1. The interface automaton TryTwice.

send!

I send F ok F fail

Fig. 2. The interface automaton Client.




output; hidden). Note how the automaton expressesn a straight-forw ard manner
the above informal description of the message-passingervice.The input \ send'
is acceptedonly in state O; that is, the componert expects a client to senda
secondmessageonly after it hasreceived an \ ok" or \fail" response.

The interface automaton Client of Figure 2 shows a possible client of the
message-passingervice. It has the input actions \ ok" and \fail ," the output
action \ send," and again no hidden actions. This particular client expects mes-
sagesto be sent successfullyand makesno provisions for handling failures: after
calling the method \ send," it acceptsthe return value\ ok," but doesnot accept
the return value \fail." The expectation that the return value is always \ ok"
is an assumption by the componert Client about its environment; that is, the
componert Client is designedto be usedonly with message-transmissioservices
that cannot fail. 2

An interface automaton F is closel if it has no input and output actions;
that is, if A' = A® = ;. Closed interface automata do not interact with the
ervironment.

An execution of the interface automaton F is a nite alternating sequence
o; @0; th; &1;:::; ¢ of states and actions such that (g;ai;Gg+1) 2 forall O
i < n. The executionis autonomousif all its actions are output or hidden actions;
that is, if 3 2 A°[ A forall0 i< n. Autonomous executionsdo not depend
oninput actions. The executionis invisible if all its actions are hidden; that is, if
a 2 AH forall 0 i< n.A state g°2 Q is (autonomously invisibly) reachable
from a state g 2 Q if there exists an (autonomous; invisible) execution whose
rst state is g, and whoselast state is ¢°. The state o is reachablein F if ¥ is
reachable from the initial state q°. In the de nition of interface automata, it is
not required that all statesbe reachable. However, oneis generally not interested
in statesthat are not reachable, and they can be removed.

4.1 Compatibilit y and comp osition

We de ne the composition of two interface automata only if their actions are
disjoint, exceptthat an input action of one automaton may coincide with an
output action of the other automaton.

De nition 5. Two interface automata F and G are composableif

(1) AE\ Ag =; and A\ A =;
) AR\ Ag =55
(3) AP\ A = ;.

For two interface automata F and G, we let shard(F;G) = Ag \ Ag be
the set of common actions. If F and G are composable, then shard(F;G) =
(A5\ AQ)[ (AR\ A2). Wede ne the composition of interface automata in stages,
rst dening the product automaton F  G. The two automata synchronize
on the actions in shard(F; G), and asyndronously interleave all other actions.
Sharedactions becomehidden in the product.



De nition 6. For two composableinterface automata F and G, the product
F G is the interface automaton with

QF QrF Qg;

(4 R);

(AL [ AL)nshared(F; G);

(AO[ Ao)nshared(F G);

A [ AY[ shawd(F;G);

((q,r) a; (o r°))2 F ool
a6xhard(F;G) and (g;a;9%) 2 ¢ andr = r% or
a6xhard(F;G) andq= g®and (r;a;r% 2 ¢, or
a2 shard(F;G) and (g;a;q9) 2 ¢ and (r;a;r%) 2 .

e el
%
®
o

Let | = f(qa;q) 2 ja2 ALgdenotethe set of input transitions of an
interfaceautomaton F, andlet £ and F bede ned similarly asthe output and
hidden transitions of F. Then accordingto the de nition of product automata,
ead input transition of F G is an input transition of either F or G; that is,
(ar)ia(dr)2 ¢ i

(qa;® 2 L anda62AQ andr = r% or
a62AR andq= ¢°and (;a;r%) 2 .

Each output transitions of F G is an output transition of F or G; that is,
(ar)a(dr)2 P i

(Ga;d®) 2 g anda62Al andr = rC or
a62A:: andq= q’and (r;a;r% 2 8_

Each hidden transition of F G is either an input transition of F that is an
output transition of G, or vice versa,or it is a hidden transition of F or G; that

is, (gr);a(®ry 2 B g

(a;0) 2 [ and(r;a;r)2 ;or
(a2 2and(r;a;r%2 §;or
(a2 B andr=r%or
g=and (r;a;r% 2 .

Example 4. The product TryTwice Client of the interface automata TryTwice
and Client from Figures 1 and 2 is shown in Figure 3. Each state of the product
consistsof a state of TryTwice together with a state of Client. Only the reachable
states of the product automaton are shown. Each transition of the product is
either a joint \'send' transition, which represerts the call of the method \ send’
by Client, or a joint \ok" transition, which represents the termination of the
method \ send’ with return value \ ok," or a transition of TryTwice calling the
method \trnsmt" of the (unspeci ed) communication channel, or a transition of
TryTwice receiving the return value \ ack" or \ nack" from the channel.
Consider the following sequenceof events. The componert Client calls the
method \ send"; then TryTwice calls twice the method \trnsmt" and receives



trnsmt! 2] nack?

trnsmt!

4
9)

. J
I trnsmt ? ack F nack
Fig. 3. The product automaton TryTwice Client.
N
5
trnsmt! 2] nack? trnsmt! 4
. J

I trnsmt ? ack

F nack

Fig. 4. The composite interface automaton TryTwic ejjClient .



twice the return value \ nack,” indicating transmission failure. This sequence
of events brings us to state 6 of the product automaton, which corresponds to

state 6 of TryTwice and state 1 of Client. In state 6, the componernt TryTwice

tries to report failure by returning \fail ," but not expecting failure, the com-

ponert Client does not accept the return value \fail" in state 1. Hence the

product state 6 has no outgoing edges;it is called an error state, becauseat

product state 6, the componert TryTwice violates the assumption made by the

componert Client about the inputs that Client receiwes.?2

This exampleillustrates that, asinterfaceautomata are not necessarilyinput-
enabled, in the product of two interface automata, one of the automata may
produce an output action that is in the input alphabet of the other automaton,
but is not accepted.

De nition 7. Given two composableinterface automata F and G, a product
state (g;r) 2 Qe Qg is an error state of the product automaton F G if there
exists an action a 2 shared(F; G) suchthat either a2 A2(q) and a 62A5(r), or
a 62A} (g) and a 2 AQ(r). We write error (F;G) for the set of error states of
the product automaton F  G.

If the product F G contains no readhable error states, then the two interface
automata F and G satisfy eac other's input assumptionsand are thus compat-
ible. On the other hand, if F G is closedand contains a reachable error state,
then F and G are incompatible. The interesting caseariseswhenF G contains
reachable error states, but is not closed.The fact that a state in error(F; G) is
reachable doesnot necessarilyindicate an incompatibilit y, becauseby providing
appropriate inputs, the ervironment of F G may be ableto ensurethat no error
state is encourtered in the product. We therefore de ne the set of incompatible
statesof F G asthose states from which no ervironment can prevert that an
error state may be entered. First, the error states of F G are incompatible.
Second,all states from which a sequenceof output or hidden actionsof F G
leadsto an error state are also incompatible, becausethe product automaton
may chooseto traversethat sequencedn every ervironment. On the other hand,
if an error state is only reachable via an input action, then a helpful environment
can choosenot to provide that action, thus avoiding the error state.

De nition 8. Given two composableinterface automata F and G, a product
state (g;r) 2 Qr Qg is a compatible state of the product automaton F G if
there exists no error state (q%r% 2 error (F;G) that is autonomously reachable
from (q;r). Two interface automata F and G are compatible, written F G,
if they are composableand the initial state of the product automaton F G is
compatible.

Note that the compatibility relation  is symmetric.
If two composableinterface automata F and G are compatible, then there is
an ervironment E sud that



(1) E is composablewith F  G;

(2) (F G) E isclosed,

(3) for all states((q;r);s) 2 (Qr Qg) Qe that arereachablein (F
G) E,wehave(q;r) 62error(F;G) and ((q;r);s) 62rror(F G;E).

The third condition ensuresthat (3a) E preverts the error statesof F G from
being entered, and (3b) E acceptsall outputs of F G and does not provide
inputs that are not acceptedby F  G. An interface automaton that satis es
the conditions (1){(3) is called a legal environment for F  G. The existenceof
a legal ervironment shows that two compatible interfacescan be usedtogether
in somecontext.

For compatible interface automata F and G, there is always a trivial legal
ernvironment, which provides no inputs to F  G. Formally, empty closure of F
and G is the interface automaton close(F; G) with

rolose (F:G) = f Og;

aclose(F;G) = 0;
— o) .
Al:lose(F;G) - AF G»
O — | .
Aclose(F;G) - AF G
AH -
close (F;G) L

close (F;G) = f(0;a;0)jaz2 A!:Iose(F;G)g'

The empty closure closeg(F; G) has a single state (arbitrarily named 0), which
is its initial state. It acceptsall output actions of F G as inputs, but does
not issueany outputs. All statesthat arereachablein (F  G) closg(F; G) are
reachable solely by output and hidden actionsof F  G. Thus, if the initial state
of F G is compatible, then ead state that isreachablein (F  G) closqF; G)
must not correspond to an error state of F G. On the other hand, if the initial
state of F G is not compatible, then someerror state of F  Q is reachable in
every ervironment that doesnot constrain the outputs of F G, in particular,
in (F G) closg(F;G). Consequetly, two interface automata F and G are
compatible i for all states(q;r) 2 Qr Qg sud that ((qg;r);0) is reachablein
(F G) closgF;G), wehave (q;r) 62error (F; G).

The composition of two compatible interface automata is obtained by re-
stricting the product of the two automata to the set of compatible states.

De nition 9. Given two compatible interface automata F and G, the compo-
sition FjjG is the interface automaton that results from the product F G by
removing all transitions (q;a;q% 2 ¢ ¢ suchthat

(1) gis a compatible state of the product F  G;
(2) a2 AL g is an input action of the product;
(3) q¥is not a compatible state of F  G.

Example 5. In the product automaton TryTwice Client from Figure 3, state 6
is an error state, and thus not compatible. However, the product TryTwice
Client is not closed, becauseits environment |[the communication channel|



provides\ack" and \ nack" inputs. The environment that provides input \ ack"
(or no input at all) at the product state 4 ensuresthat the error state 6 is not
entered. Hence, the product states 0, 1, 2, 3, 4, and 5 are compatible. Since
the initial state O of the product is compatible, the two interface automata
TryTwice and Client are compatible. The result of removing from TryTwice
Client the input transition to the incompatible state 6 is the interface automaton
TryTwicejjClient shown in Figure 4.

Note that restricting TryTwice Client to its compatible states corresponds
to imposingan assumptionon the ervironment, namely, that callsto the method
\send' newver return twice in a row the value \ nack." Hence, when the two
interface automata TryTwice and Client are composed,the assumptionof Client
that no failures occur is translated into the assumptionof TryTwicejjClient that
no two consecutive transmissions fail. The illustrates how the composition of
the interface automata TryTwice and Client propagatesto the ervironment of
TryTwicejjClient the assumptionsthat are necessaryfor the correct interaction
of TryTwice and Client. 2

The de nition of composition removesonly transitions, not states, from the
product automaton. The removal of transitions, however, may render somestates
unreachable, which can then be removed also. In particular, asfar asreadcable
states are concerned,the composition FjjG results from the product F G by
removing all incompatible states; if the result is empty, then F and G are not
compatible. In general,the removal of input transitions from a product automa-
ton may render even some compatible states unreachable. Hence, the relevant
states of the composite automaton F jjG are those states of the product automa-
ton F G which remain reachable after all incompatible states are removed.
Those states of the product automaton can be found in linear time, by forward
and badkward traversalsof the underlying graph [5]. Thus the compatibility of
two interface automata with m; and m, reachable transitions, respectively, can
be cheded, and their composition constructed, in time O(m; m5y).

The following theorem shaws that interface automata support incremertal
design.

Theorem 3. For all interface automataF, G, H, and|,if F GandH |
and FjjG Hjjl,thenF H and G | andFjjH Gjjl.

Proof sketch. For composability, note that from the premisesof the theorem
it follows that A is disjoint from A; for all j & i, that all Al's are pairwise
disjoint, and that all A°'s are pairwise disjoint. Considerthe product automaton
F G H 1;the assaiativity of implies that parenthesesdo not matter.
De ne a state (p1;p2;ps;ps4) to beanerror stateof F G H | if somepair
(pi;pj) is an error state of the corresponding subproduct; e.g., if (py; ps) is an
error state of F  H. De ne astate pto beanincompatible stateof F G H |
if someerror state of F G H | is autonomously reachable from p, that is,
reachable via hidden and output transitions. For ° 0, de ne a state p to be a
rank-" incompatible state if someerror state is autonomously reachable from p
in at most * transitions.



We show that under the premisesof the theorem, the composition F jjGjjH jjl
is achieved, for any insertion of parentheses,by removing the incompatible states
from the product F G H 1. The proof proceedsin two steps.First, we shov
that if someprojection of a product state p = (p1; p2; P3; P4) iS an incompatible
state of the corresponding subproduct (say, F G), then p is an incompatible
state of the full product F G H 1. Second,we show that if p is an in-
compatible stateof F G H |, and someinput transitions are remaoved by
constructing the composition of any subproduct (say, FjjH), then even in the
product without the removed transitions, there remains an autonomous path
from p to an error state.

(1) Considera state p of the product F G H |, and a projection p°of p
which is a rank-" incompatible state of the corresponding subproduct. We showv
that pis arank-"Cincompatible state of F G H | for some'® . Consider
a shortest autonomous path from p°to an error state in the subproduct. There
are three casesFirst, if p®is an error state of the subproduct (rank 0), then p is
an error state of the full product. Second.,if the rst transition of the error path
from p°in the subproduct correspondsto an output or hidden transition of the
full product, then the rank of the successosstate is© 1 and the claim follows
by induction. Third, if the rst transition of the error path from p°is an output
transition of the subproduct which doesnot have a matching input transition in
the full product, then p is an error state of the full product and hasrank 0.

(2) Consideran incompatible state p of the product F G H |. Suppose
that someinput transitions are removed by constructing the composition of a
subproduct, and remove the corresponding transitions in the full product F
G H |.The only kind of transition that might be removedin this way is a
hidden transition (q; a;r) of the product whoseprojection onto the subproduct is
an input transition (g% a;r9, which is matched in the full product by an output
transition. Once (q; a;r) is removed, the input action a is no longer enabled at
the state o°, becauseinterface automata are input-deterministic. Hencein the
full product, the state q is an error state. Therefore even after the removal of
the transition (q;a;r) from the product F G H I, thereis an autonomous
path from p to an error state, namely, to g. 2

As a consequenceof Theorem 17, we can chedk whether k > 0 interface au-
tomata Fi;:::;F¢ are compatible by computing their composition Fijj  jjF«
incremertally, by adding one interface automaton at a time. The potential ef-
ciency of the incremental product construction lies in the fact that product
statescan be pruned assoon asthey becomeeither incompatible, or unreachable
through the pruning of incompatible states. Thus, in somecasesthe exponertial
explosion of statesinherent in a product construction may be avoided.

4.2 Renemen t

In the stateful input-enabled setting, re nement is usually de ned astrace con-
tainment or simulation; this ensuresthat all output behaviors of the imple-
mertation are allowed by the speci cation. However, such de nitions are not



appropriate in a non-input-enabled setting, such as interface automata: if one
were to require that the set of acceptedinputs of the implementation is a sub-
set of the inputs allowed by the speci cation, then the implementation would
make stronger assumptionsabout the ervironment, and could not be usedin all
contexts in which the speci cation is used.

i once i send 1 ok I fail
'd N\

9 5'
( ok!
ack? ack?
8' trnsmt! 7' once? send? 1' trnsmt! 2'| nack? 3 trnsmt! 4
nack?
\ fail! fail! 6 nack? )

10°

(. S/
I trnsmt F ack F nack

Fig. 5. The interface automaton OnceOrTwice.

Example 6. Consider the interface automaton OnceOrTwice of Figure 5. This

automaton represerts a componert that providestwo servicesthe rst isthe try-

twice service\ send' provided also by the automaton TryTwice of Figure 1; the

secondis a try-once-only service\ once" designedfor messageghat are useless
when stale. Clearly, we would like to de ne re nement sothat OnceOrTwice is
a re nement of TryTwice, becausethe componert OnceOrTwice implements

all services provided by the componert TryTwice, and it is consistert with

TryTwice in their implemertation. Hence, in all contexts in which TryTwice

is used,OnceOrTwice can be usedinstead. The languageof OnceOrTwice, how-

ever, is not contained in the languageof TryTwice; indeed, \ once" is not even
an action of TryTwice. 2

Therefore, for interface automata we de ne re nement in a contravariant
fashion: the implementation must accept more inputs, and provide fewer out-
puts, than the speci cation. For e cien t chedability of re nement, we choosea
contravariant re nement relation in the spirit of simulation, rather than in the
spirit of languagecontainment. This leadsto the de nition of re nement as al-
ternating simulation [1]. Roughly, an interface automaton F °re nes an interface



automaton F if ead input transition of F can be simulated by F° and eat
output transition of F°can be simulated by F. The precisede nition must take
into accourt the hidden transitions of F and F°.

The ervironment of an interface automaton F cannot seethe hidden transi-
tions of F. Consequetly, if F is at a state g, and state r is invisibly reachable
from q (by hidden actions only), then the ernvironment cannot distinguish be-
tweenqandr. Given a state q 2 Q, let "-closure(q) be the set of statesthat are
invisibly reachable from g. The ervironment must be able to acceptall output
actions in the set

obsA° () = fa2 A® j (9r 2 "-closure(g))(a 2 A°(r))g

of outputs that may follow after some sequenceof hidden transitions from g.
Conversely the environment can safelyissueall input actions in the set

obsA (q) = fa2 A' j (8r 2 "-closure(g))(a 2 A' (r))g

of inputs that are acceptedafter all sequence®f hidden transitions from g. For
an implementation state @° to re ne a speci cation state q we needto require
that obsA (g) obsA (¢¥) and obsA°(q)  obsA°(¢f). Alternating simulation
propagatesthis requiremert from q and ¢° to their successostates.

To de ne alternating simulation formally, we use the following notation.
Given a state ¢ 2 Q and an action a 2 A of an interface automaton, let
post(g;a) = fr 2 Qj(q;a;r) 2 g be the setof a-successor®f g.

De nition  10. Given two interface automata F and F°, a binary relation
Qr Qrois an alternating simulation by F of FCif g ¢ implies

(1) for all input actions a 2 A' (g) and statesr 2 post(q; ), there is a state
ro2 post(q®a) suchthatr  r

(2) for all output actions a 2 A°(q®) and statesr® 2 post(q® a), there is a
state p 2 "-closure(q) and a state r 2 post(p;a) suchthatr rG

(3) for all hidden actions a 2 AH (¢®) and statesr® 2 post(q® a), there is a
state r 2 "-closure(q) suchthat r

Conditions (1) and (2) expressthe input/output duality betweenstatesq ¢
in the alternating simulation relation: every input transition from g must be
matched by aninput transition from ¢ and every output transition from q° must
be matched by a sequenceof zero or more hidden transitions from g followed
by an output transition. Condition (3) stipulates that every hidden transition
from o° can be matched by a sequenceof zero or more hidden transitions from g.
In all three cases,matching requires that the alternating-simulation relation
is propagated co-inductively. Since interface automata are input-deterministic,
condition (1) can be rewritten as (1a) A'(q)  A'(¢®) and (1b) for all input
transitions (q;a;r); (g% a;r% 2 ', wehaver rC It canbechedkedthat if g
for somealternating simulation , then obsA (g)  obsA (%) and obsA° (q)
obsA° ().



De nition 11. An interface automaton F° re nes an interface automaton F,
written F FO if

(1) AL Al,and A2 A9
(2) there is an alternating simulation by F of F®suchthat g2  2..

Note that unlike in standard simulation, the \t yping" condition (1) is con-
travariant on the input and output action sets. This captures a simple kind of
subclassing:if F F9 then the implementation FCis able to provide more ser-
vices than the speci cation F, but it must be consistert with F on the shared
services.Condition (2) relatesthe initial states of the two automata.

Example 7. In the example of Figures 1 and 5, there is an alternating simu-
lation that relates g with o for all q 2 f0;1;2;3;4;5; 6g. Hence OnceOrTwice
re nes TryTwice. 2

It can be shown that re nement relation between interface automata is a
preorder. Re nement can be cheded in polynomial time. More precisely if F
has n; reachable states and m; reachable transitions, and F° has n, reachable
states and m, readhable transitions, then it can be cheded in time O((m; +
my) (ng + ny)) whether F  FO[1].

The following theorem shows that interface automata support independernt
implementabilit y: we can always replacean interface automaton F with a more
re ned versionF%sud that F  FC provided that F and F° are connectedto
the environment by the sameinputs. The side condition is due to the fact that if
the ervironment were to provide inputs for F°that are not provided for F, then
it would be possiblethat new incompatibilities arise in the processingof these
inputs. For software componerts, independert implementabilit y is a statemert
of subclasspolymorphism: we can always substitute a subclassfor a superclass,
provided no new methods of the subclassare used.

Theorem 4. Consider three interface automata F, G, and F % suchthat F and
G are composableand shared(F%G)  shard(F;G). If F G and F FO
then F° G and FjjG FYG.

Proof sketch. The typing conditions are straight-forward to ched. Note in par-
ticular that shard(F%G) shared(F; G) implies both AH,\ Ag = ; and
(AENAL)\ A = ;.

To prove that F© G under the premisesof the theorem, we show that
every autonomouspath leading from the initial state to an error state of F© G
can be matched, transition by transition, by an autonomouspath leading from
the initial state to an error state of F  G. The interesting caseis that of an
input transition of Fin the product F® G, say on action a. Since the path
is autonomous, the input action a of F® must be an output action of G, and
becauseshared(F% G) shard(F; G), the action a must also be an input action
of F. If ais not enabledin F, then we have already hit an error state of F  G;
otherwise, there are unique a-successor@ both F and F %, and the path matching
can cortinue.



Finally, to prove that FjjG FY G under the premisesof the theorem,
consider an alternating simulaton by F of F° such that ¢ 2. Then
an alternating simulation ° by FjjG of F3jG can be de ned as follows: let
() °@er) i @Wp P2 r=r% and (3) (p;r) is not an error state
of F G.2

The property of independert implemertabilit y implies that re nement is
compositional: in order to ched if FjjG FY GO it suces to chek both
F FOand G  G° This obsenation allows the decomposition of re ne-
ment proofs. Decomposition is particularly important in the caseof interface
automata, where the e ciency of re nement chedking depends on the number
of states.

5 Discussion

An interface automaton represerns both assumptions about the ervironment,
and guarantees about the specied componert. The environment assumptions
are twofold: (1) eadh output transition incorporatesthe assumptionthat the cor-
responding action is acceptedby the environment as input; and (2) ead input
action that is not acceptedat a state encales the assumption that the envi-
ronment doesnot provide that input. The component guaranteescorrespond to
possible sequencesand choices of input, output, and hidden actions, as usual.
When two interface automata are composed,the composition operator jj com-
bines not only the componert guarantees, as is the casein other componert
models, but alsothe ervironment assumptions.

Whenewer two interface automata F and G are compatible, there is a par-
ticularly simple legal environment, namely, the empty closure closgF; G). This
points to a limitation of interface automata: while the environment assumption
of an automaton can expresswhich inputs may occur, it cannot expresswhich
inputs must occur. Thus, the ervironment that provides no inputs is always the
best ervironment for showing compatibilit y. There are seweral ways of enriching
interface automata to specify inputs that must occur, among them, syncronic-
ity [3,6], adding fairness[4], or adding real-time constraints [7]. In these cases,
no genericbest ervironment exists, and a legal environment must be derived as
a winning strategy in a two-player game.Recall that two interfacesF and G are
compatiblei the environment hasa strategy to avoid incompatible statesof the
product F  G. In this game,player-1is the environment, which providesinputs
to the product F G, and player-2 is the \team" fF;Gg of interfaces, which
chooseinternal transitions and outputs of F G. The gameaspect of compati-
bility cheding is illustrated by the following example of a stateful, synchronous
extension of assume/guarartee interfaces|3].

Example 8. Supposethat F and G are two generalizedA/G interfaces, which
receive inputs and issue outputs in a sequenceof rounds and may change, in
ead round, their input assumptionsand output guarantees.The interface F has
no inputs and the single output variable x; the interface G has the two input



variables x and y, and no outputs. In the rst round, the interface F either
goesto state o and outputs x = 0, or it goesto state g; and outputs x 6 0.
Also in the rst round, on input y = O the interface G goesto state ro, and on
input y 6 0 it goesto state r;. In the secondround, in state g the interface F
outputs x = 0, and in state ¢, it outputs x 6 0, after which it goesback to the
initial state. Also the secondround, in state rq the interface G has the input
assumption x = 0, and in state r; it has the input assumption x 6 0. After
the secondround, also G returns to its initial state and the processrepeats ad
in nitum.

Note that the state gy of interface F is compatible with the state ro of
interface G, and ¢, is compatible with rq, but ¢ is not compatible with r;, and ou
is not compatible with ro. The ervironment providesthe input y to the interface
G in every round. The ervironment can avoid incompatibilities by copying, in
ead (odd) round, the value of x into y. In this way the ervironment can ensure
that F and G are always in compatible states. Hencethe two interfacesF and
G are compatible. The helpful strategy of the ervironment can be synthesized
asawinning strategy of the two-player game\environment" versus\in terfaces."
In this simple example, it is a gamewith complete information, becauseat all
times the ervironment, by observingthe output x of F, can deducethe internal
state of F. 2

In the presenceof hidden transitions, interface languagesmust be designed
carefully. This is becauseif the state of an interface is not visible to the envi-
ronmert, then a legal environment correspondsto a winning strategy in a game
with partial information. The derivation of such strategiesrequires, in general,
exponertial time, by involving a subset construction that considersall sets of
possibleinterface states[9]. Any model with an exponertial costfor binary com-
position, however, is unlikely to be practical. This is why we have focused,in
this article, on the asyndronous casewith hidden transitions, and elsewhere[3,
6, 7], on more general,synchronous and real-time interfacesbut without hidden
transitions. Another interesting direction is to investigate stronger but more ef-
cient compatibility cheds, which consideronly restricted setsof strategiesfor
the environment. Such cheds would be consenative (i.e., su cien t but not nec-
essary)yet might still achieve the desired properties of incremertal designand
independert implementabilit y.

Rich, stateful interfacesas gameshave beendeveloped further in [2,4]. In the
former article, multiple instancesof a componert, suc as a recursive software
module, may be active simultaneously. Compatibilit y chedking for the corre-
sponding interface languageis basedon solving push-dowvn games.In the latter
article, the notion of error state is generalizedto handle resource constraints
of a system: an error occurs if two or more componerts simultaneously access
or overusea constrained resource.Critical resourcesmay include power, bu er
capacity, or cost. While the basic set-up of the game\environment" versus\in-
terfaces" remainsthe same,the objective function of the gamechangesand may
include quantitativ e aspects, sud as minimizing resourceuse.
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